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1. EXECUTIVE SUMMARY

NCTICC analyst summary of public CISA report. China-Based Artificial Intelligence Companies Conducting
Industrial-Scale Distillation Campaigns Against U.S. Al Companies Original source URL:
https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-251a This bulletin captures the
public-facing summary of the referenced threat. Detailed indicators (I0Cs, TTPs, MITRE ATT&CK; mappings)
are available to authenticated NCTICC federation members in the corresponding TLP:AMBER analyst
product. Operators should follow vendor guidance from the original source while NCTICC enrichment is in
progress.

?[gllUW’?Lﬂi’h‘:ﬁ?’)EN’)‘lJﬂ’muwa’aﬁ’lﬁ’ﬁmzwa\? NCTICC 91a CISA %a%@: China-Based Artificial Intelligence
Companies Conducting Industrial-Scale Distillation Campaigns Against U.S. Al Companies 84ARUaUU:
https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-251a
FIIUGDUTIVTINTDYANINTINDINTIEN AU FAIUITAY @nmufﬂaauﬁaﬁ (I0C, TTP, 7115 map
ATT&CK;) 9gUsnglu wansiausiseau TLP:AMBER d@wsuau1dniidniséueusany

WL UAINITARNTUNTTNINAULIIYEIRNEN TUTI891UAURTY 581177991 NCTICC fiuilunis enrichment
Aolu

2. KEY OBSERVATIONS
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3. RECOMMENDED ACTIONS
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ANNEX A — INDICATORS OF COMPROMISE (10C)

Full 10C list (~400 entries) is available via the authenticated NCTICC Portal. Click here to view encrypted
10C annex (requires NCTICC personnel authentication). Mirror:
https://79bbd28bd29d4a77.cdn.ctithai.work/iocs

A latest version of this document with revision-79bbd2 is available. Check for updates.

4. CONTACT / finso

NCTICC Operations Center (24/7)

Email: ncticc-ops@ctithai.work

CERT: ncticc-cert@ctithai.work

Portal: https://ctithai.work/portal

Document verification: https://ctithai.work/verify/79bbd28bd29d4a77

Document reference: 79bbd28bd29d4a77 — please retain for citation.


https://ctithai.work/verify/79bbd28bd29d4a77
https://ctithai.work/verify/79bbd28bd29d4a77
https://79bbd28bd29d4a77.cdn.ctithai.work/iocs
https://ctithai.work/verify/79bbd28bd29d4a77?action=update
https://ctithai.work/portal
https://ctithai.work/verify/79bbd28bd29d4a77

